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A Prerequisite for Digital Transformation:  

Social Consensus on Data Privacy 

Gongpil Choi 

 

Needs for Data-Driven Trust 

In a data-driven eco-system, leveraging data in new and exciting ways determines the core 

competitiveness for future growth. Big data and AI have ensconced as indispensable tools for 

creating new values. However, our current situation regarding our potential resources is 

befuddling and confusing. People take sides, raising their voice for and against privacy 

protection, which is perceived to be conflicting with innovative data applications. True, we are 

living in a digital age, but a broad consensus on privacy level is hard to reach if data owners 

continue to feel insecure. Therefore, we need a set of guidelines and social agreement on how 

to deal with sensitive information and privacy. However, drawing this up is not easy in Korea 

due to the fragmented legacy system. Advanced laws and regulation system such as the GDPR 

(General Data Protection Regulation) would be in order, but the existing governance structure 

is far behind the prevailing paradigm. Even just putting together the opinions on data privacy 

level among the constituents is a heavy going. 

Privacy level in digital space is granular and varies from case to case. In this era where 

information is de facto money, digital cash would be an appropriate example to elaborate on 

the controversial issue. It is because digital cash is a product that embodies social consensus 

on privacy with encryption technology. In a legacy world, central bank cash has been providing 

necessary privacy via physical cash to the public. It has been misused for money laundering 

and tax evasion of the underground economy on the one hand but is still a store of value as well 

as the uninterrupted medium of exchange. Even in the future digital world, individuals ought 

to have the right to use cash-equivalent freely. That is to say, money that guarantees anonymity 

is more than just a matter of convenience: It is the fundamental right of human beings. The 

problem is, how do we decide the privacy level of digital cash? If the protection level is too 

high lest it should allow censorship and intervention, our community cannot build up a shared 

value; while too little of privacy easily trap us into a matrix-like control society. In the end, it 

is all about consensus-driven data privacy that leads us to the future digital life. 

Thus, we must prepare for the future ecosystem by reaching a universal consensus on 

guidelines about the choice of privacy level. We should first lay a new foundation of trust to 

cope with the digital environment, where privacy is increasingly hard to protect. We could not 

just uniformly regulate all transaction anonymity of individuals under the presumption of 

controlling the “unknown unknowns.” Instead, we should seek a way to overcome the conflict 

between security and privacy by technology advancement and smart incentive mechanism 

design. 
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The regulation of privacy should be differentiated according to a relevant sector and desired 

level. Systematically vulnerable sectors or individuals who want more security should take the 

additional burden. Moreover, it is preferable to provide only essential information for electronic 

commerce under the scheme in which data providers decide on its coverage using the private 

key. Also, virtual identity should be more broadly accepted to allow privacy without hurting 

security in many different settings. Above all, the collected and utilized information should be 

discarded after a certain period and should be subject to prudential regulations regarding data 

storage, processing, and sales. Last but not least, relevant authorities should ensure a certain 

level of privacy option to everyone regardless of their income and background, while creating 

an inclusive and open ecosystem to protect the rights of the digitally underprivileged. 

 

 

Minimum Privacy Requirements for Trust-building 

It becomes increasingly clear that the privacy issue remains critical for tackling the trade-off 

between privacy vs. security. Data, the bedrock of digitization and growth engine of the digital 

era, is mainly collected from interactions among diverse players on numerous devices. In other 

words, individual identity is, in fact, the gateway toward data generation and utilization. The 

controversy of privacy and security stems from the conflicting value, which is the need to 

protect privacy and at the same time, utilize data without violating public consciousness and 

commercial applications. Until recently in Korea, most of the data collection approval process 

depended on autonomic “opt-in” selection by potential users. However, this practice has been 
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proven ineffective, if not irrelevant. Even so, implicit approval only makes the data provider 

hold responsibility for any possible problems regarding data leakage and misuse. The opt-out 

approach is also problematic given that it is not clear how data is collected and processed before 

being delivered to a third party. And in the meantime, the current set of regulations and 

guidelines are hardly prepared to handle the massive emergence of big data and AI paradigm. 

The question is, how do we protect the most essential resource of ourselves in this digital age? 

Identity and privacy are being increasingly exposed to various risks, yet the current legal 

system and technology fall short of protecting the utmost value of individuals. The answer is 

yet to be figured out, but the direction for future efforts is rather clear. We need to make use of 

cryptography wisely so that privacy remains protected according to the choice of individuals. 

At this present, the discussion mainly centers on deregulating procedures regarding 

anonymization or pseudonymization in addition to the set of opt-in or opt-out protocols. If these 

schemes prove to be inadequate, we will be able to use cryptography to determine the level of 

open privacy and select the protocols to be applied. 

The Zcash type of security protocol, for example, is a paragon for future practice. If the desired 

level of privacy can be secured, then regulation on general data protection can be better 

formulated without too much confusion. Every individual and every case require different level 

of privacy protection, which requires differentiating treatment about privacy protection level 

that is controllable via Zcash type of technology. In this manner, the understanding zero-

knowledge proof (ZKP) can protect privacy without slowing down the transactions in 

cyberspace. In practice, the possibility of Zcash type of security exists because of the 

granularity of privacy level protection that is afforded by ZKP, which can be followed by the 

common general principle about data protection. Given these, the ZKP should also be included 

as a part of the discussion since it could shift the contour of privacy discussions in a broader 

spectrum. 

Source: Gavigan, J., 2017 
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Despite the complexity of the issue, the whole discussion is simply all about choosing the level 

of anonymity of cryptocurrency, which practically reflects the level of privacy that can be 

afforded and accepted in a certain society. For instance, bitcoin is a conflicted form of privacy 

since all transactions appear on a public ledger, which in fact needs to be filtered via private 

key whether to open such information. In one form or another, cryptocurrencies could enjoy 

varying levels of anonymity through programming. The extreme case of perfect anonymity 

would negate the presence of state or other intermediaries, while perfect transparency would 

allow the state to become a complete totalitarian Big Brother. Considering that we need to 

strike a balance between the two, the level of privacy that can be accepted in a community can 

actually reveal itself via cryptocurrency. Cryptocurrency could actually be of help to decide the 

level of privacy that a certain community could agree with. Once the privacy parameter is 

determined, the ZKP protocol can be deployed in various configurations without too much 

static regarding excessive privacy protection. In short, data should be provided under consent 

of data generators, and appropriate technology is to be combined to achieve the desired level 

of privacy. 

Since the configuring parameter would be different across individuals, privacy should remain 

as individual choice, and the society can proceed without itself being entangled with specific 

adjustment issues that cannot be addressed on a broader basis. In fact, privacy has two layers: 

one is the matter of choice of individuals, and the other is the common ground of a given society. 

This discussion hinges on various types of cryptography engineering, without which only a 

broader response is possible, and the responses by the society tend to be bipolar. With the 

advance of cryptography, we could practically send secrets in an open envelope. This 

seemingly contradictory development is our main goal since then is when privacy can finally 

be the choice of individuals by design. When this is realized, all legal ramifications and legal 

definitions would also be more precise and clear. 

 

Blockchain as a service: Trust-building Tool for a Connected World 

The biggest malady in the current tide of super-connectivity is the lack of adaptability of the 

legacy system with fragmented organizational structure and slow decision-making process. 

While everything else is all connected, significant policies and decisions are still segmented 

and constrained. The overall responses have been detached from reality and remained 

redundant in most cases. As a result, our society is falling into severe chaos, not being able to 

promote social consensus, if not making inappropriate responses to the altering environment. 

The problem of the legacy system is even more profound for countries like Korea, which has 

achieved success with the highly efficient centralized system. Laws and regulations need to be 

amended to tackle this issue, but it is quite a challenge for someone to voluntarily take the lead. 

In particular, continental law countries generally respond to social changes too often and much 

through enforcement ordinances and extraordinary acts. That is why despite the ample effort, 

unpredictability and uncertainty are still casting their shadows over our society. It is time that 
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we need some groundbreaking innovation engine. 

To help create value based on various connections given by the digital world (e.g., P2P, B2B, 

B2C, M2M), we need to overcome the limitations of the current legacy system, which only 

operates as an intermediary of legal trustees. In an inclusive environment where borders 

between industries and the role as well as the accountability of institutions and organizations 

are vague, it is impossible to change root and branch the rigid system of laws and regulations. 

Moreover, this is where the blockchain technology, one of the decentralized ledger, comes in 

as an attractive alternative. 

There is this Korean proverb: Even the most beautiful stone hardly has value when not carved 

into a jewel. To make the best use out of blockchain, we could employ it to transparently record, 

duplicate, and scatter-hoard transaction history. This possibility gives an idea of building a 

foundation of trust — with vital information not only stored in secrecy by the few approved, 

but open to all public, allowed to be duplicated, and verified through public participation 

process. Of course, either has both sides of the coin. While the closed environment is vulnerable 

to the risks of hacking and information monopoly, the distributed environment has slower 

throughput but enjoys better security. Nonetheless, we need to quickly move on and 

decentralize the system to forge the necessities for transactions that create value in the Internet 

of Things (IoT) environment. In other words, we need to establish a new trust foundation that 

fits the changing environment by connecting, participating, and making consensus. This is the 

key to the future of inclusive growth. 

 

To meet the future that everyone is looking forward to, people need to actively and 

autonomously participate in the process of digital conversion. While the digital transformation 

would enhance inclusiveness via real innovations, the establishment should stop being 

complacent about accompanying responsibilities about the environment and fair competition. 
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The legacy incumbents should avoid the unjustifiable burden of transferring costs of transition 

to the socially weak. The current ecosystem dominated by IT giants obviated us that we are the 

first fiddles of societal change. As we can learn from the failure cases of initial coin offerings 

(ICO) and Dapp decentralization, impetuous speculation could blur the essence of progress and 

disrupt the new ecosystem. We have yet even taken the first step into laying trust, and this 

ongoing controversy surrounding some exchanges makes it even harder for us to prepare for 

the future. Fortunately, other options for exchange have recently surfaced, including the 

WEB3.0, digital wallet, and DEX. We should foster a balanced, open ecosystem that permits 

everyone to create pan-societal values through various channels of connection. Then, the super-

connected environment will not only restore our digital sovereignty but surveil centralization 

and monopoly, consolidating the ground of trust in our society. 

 

(Parts of the discussions first appeared in Joongang Ilbo on January 14 and February 25, 2019.) 


